














Fault Management (FM) is focused on safety, the preservation of assets, and maintaining the desired
functionalityofthesystem.HowFMisimplementedvariesamongmissions.Commontomostmissionsissystem
complexitydue to aneed to establish amultiͲdimensional structure acrosshardware, software and spacecraft
operations. FM is necessary to identify and respond to system faults, mitigate technical risks and ensure
operationalcontinuity.Generally,FMarchitecture,implementation,andsoftwareassuranceeffortsincreasewith
missioncomplexity.BecauseFMisasystemsengineeringdisciplinewithadistributedimplementation,providing




performedat theWorkshopsession inpartnershipwithNASA’s JetPropulsionLaboratory (JPL).NASA IV&Vwill
extractFMarchitecturesacross the IV&Vportfolioandevaluate thedataset,assessvisibility forvalidationand
test,anddefinesoftwareassurancemethodsthatcouldbeappliedtothevariousarchitecturesanddesigns.This
SARP initiative focuses efforts on FM architectures from critical and complex projects within NASA. The







FaultManagement software is consistently viewed as essential for spacemission success, and is typically
assessedashighcriticalityforNASA IV&Vprojects. Everymission,however,hasauniqueapproachtodesigning
andarchitectingaFMsystem,resulting inuniquechallengestoprovideassurance. Duringthe2012NASA IV&V
Annual Workshop, this problem was exposed in a breakout session entitled “V&V of Fault Management:
Challenges and Successes,”1whichprompteddiscussionbetween IV&V analysts and JPL researchers about the
variety in FM architectures and the techniques, both successful and unsuccessful, that IV&V analysts use to















NASA's IV&V Programwas established in 1993 as part of anAgencyͲwide strategy to provide the highest
achievablelevelsofsafetyandcostͲeffectivenessformissioncriticalsoftware.NASA'sIV&VProgramwasfounded
undertheNASAOfficeofSafetyandMissionAssurance(OSMA)asadirectresultofrecommendationsmadeby




engineeringapproach toenableefficient,costͲeffective IV&Vservices through theuseofbroadͲbasedexpertise
using adaptive engineering best practices and tools. NASA’s IV&V Program performs analysis throughout the











codify its FM policies, practices and approaches in individual, focused guidebooks.  By developing these
guidebooks, subͲcommunities can then look across NASA to better understand different ways offͲnominal
conditionsareaddressed,and toseekcommonalityorat leastanunderstandingof thevariousFMapproaches.
Theseguidebookswould thenbe insertedas separatechapters in theFMHandbook.The“DeepSpaceRobotic
FaultManagement”isthefirstguidebookcurrentlyunderdevelopment,andwillbepostedtotheFMCommunity
ofPracticeon theNASAEngineeringNetwork4website.Onceeachcommunityhascodified itsapproach toFM,
mission typeswill be surveyed to better understand the differentways offͲnominal conditions are addressed
acrossNASA.Identifyingsimilaritiesanddifferences,seekingcommonality,oratleastgarneringanunderstanding
ofFMapproaches,willultimatelyleadtoacoalescenceoftheFMfield,asdirectedbyNASA’sOfficeoftheChief











entities.Eachbehavior isassessedagainstperformance impactand likelihoodofoccurrence.The resultsof the















response.Examining the thirdof the3Qs isoneof themajorchallengesofFM.Howasystem isarchitected to
handle faults and adverse conditions is crucial for the manifestation of the functional and performance





Exhibit 1, this strategy has three distinct phases utilizing both criticality and the 3Qs. The first phase involves
understandingtheriskpostureofthesoftwareandthecriticalityofthesoftwareelementsinperformingdesired
behaviors.Oncetheriskpostureisunderstood,AssuranceObjectivesaredefinedtoassurethequalityoftheflight
softwareforcriticalbehaviorsandentities inscope. Inthesecondphase,the IV&Vplan isdevelopedtosupport
assurancewithobjectiveevidenceanddocumentedassumptions.Theplan isexecuted,usingdocumented IV&V













x IdentifyRisks:Therearedistinctprojectphasesof launch:cruise;entry,descentand landing (EDL);
and surfaceoperations.During surfaceoperations, the rovergoes to sleepatnightandperformsa
wakeupsequenceeverySol(solardayonMars).Duringthecriticalityanalysis,thewakeupsequence
wasidentifiedascritical.














TheFMArchitecturesSARP initiative involves investigating thevariedapproaches toFMacrosseightof the









assessmentofsoftwareassurancemethods is limited to thosemethods inuseat the IV&VProgram.Developer
V&Vmethodsorsoftwareassurancemethods fromotherNASAprogramsarenot included in thisphaseof the











selected projects. Associated AssuranceObjectives guiding analysismethods aswell as Assurance Conclusions









theextentof theSMEs’understandingofthearchitecture,aswellas to learnabout theSMEs’approach to the
IV&V analysis and associated Assurance Strategy.  Each of these informational slices contributes toward the




for their diversity in order to best capture the variety in FM architectures currently in use.  They span seven
differentprimarydevelopers,threebroadcategoriesofmissiontype,andawiderangeofsizesandcomplexities.
Atthetimeofthesurvey,sevenoftheprojectswereundergoinganalysisattheIV&VFacility,atvariousstagesin
their lifecycles,andone,MSL,wasalready intheoperationalphaseandhadnoongoinganalysis. Exhibit3 lists
each focus project surveyed for the initiative, includingmission type, and primary developer type. The focus



























fiveFMarchitectureandnine IV&Vmethodologyquestions.The largemajorityofsurveyquestionsaddress the
characteristicsoftheFMarchitecturesinordertodifferentiateanddelineateFMsystems.DescribedinExhibit4,
thesequestionsweregroupedintofourcategories:Structure,Concept,Implementation,andOtherArchitectureͲ

























x Numberofmonitors and responses, falsepositives andpersistence, fault isolation, simultaneous
responses, and subsystem interͲcommunication are examples of the lowͲlevel characteristics
coveredbythissection.
x Capabilities thatsomearchitectureshavebutothersdonotare important touncover inorder to
































judge or evaluate the SMEs’ understanding, but rather to investigate visibility of the FM architectures. For
example, if a SMEwas unable to provide an answer to a question on the survey, additional discussionwas








The IV&V SME interviews also collected information related to analysis performed via the IV&V analysis



































































































































DSR DeepSpaceRobotic  
HSF HumanSpaceflight  
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